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Windwos
“ Portable Executable File Format”[1]
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¥¥ ¥EXXX XXX
XXX CreateFile

¥¥Y ¥XXX ReadFile,WriteFile

CloseHandle
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DriverEntry 2-1
DriverEntry
CreateFile,ReadFile,WriteFile,CloseFile
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Linux

Windows
“ Jdev/xxx”
open,read,write,close
Open
Read
Write
Close
2.2 Linux
2.2.2. Linux
Linux (O8]
init_module( 2-3 ) init_module
open,read,write,close 2-3  Create,Read,Write,Close
file_operations
init_module
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WriteFile()
- copy_from_user > Write ()
2-4 Linux
2.3. Windows Linux
C CreateFile,open
C Windows Linux
Fopen CreateFile open
Fread ReadFile read
Fwrite WriteFile write
Fclose CloseHandle close
2.3 Windows Linux
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Create Create
Read Read
Write Write
Close Close

2.4. Windows Linux

Windcows Linux
2.1 2.2
Windows Portable Executable File Format
Linux ELF
213 223
Windows CPU mov,movs
Linux copy_to_user,copy_from_user
Windows  Windows Linux Linux
Func2 Func
Func2 int

void Func2( int a,int b)

Windows
“ret 8” Func2 8 Funcl
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Funcl:
mov ...
push b
push a _“] xor ...
call Func2 /— ret 8
mov..."/
mov ...
Linux
Func2 Funcl
Func2:ret - Funcl:add esp,8
Func2 Func esp(
) Func2 8
Func2
Funcl: Func2:
push b / mov ...
push a mov ...
call Func2 xor
add esp,8.. ¢ ret
mov ...
Windows Linux
Windows ExAllocatePoolWithTag
Linux ExAllocatePoolWithTag
Linux

“ unresolved Symbol ExAllocatePoolWithTag”

Windows Linux
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A) AddressOfEntryPoint
DriverEntry
B) ImageBase
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Netwide Assmbler
NASM Linux GNU
Assembler GNU Assembler

15



DriverEntry

Open,Read,Write,Close

DriverEntry

DriverEntry

Windows
fp = address — ImageBase
A
Yes
No
3-2

ret
mov,call,ret

call
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mov

call
Linux
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v
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Windows
Linux read

ssize_t readLinux( struct file *file,char *buf,size_t count,loff_t ppos) ;

int readWin( IN PDEVICE fdo,IN PIRP irp) ;

IN PDEVICE,IN PIRP

readWin Linux
readWin read
read
readLinux
readLinux

readWin

read

Windows

fdo,irp

Windows

ReadFile

Windows

read

readWin

readWin

readLinux

ret
Linux
init_module
2-1 Read
)
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( Linux)

Windows

readLinux()

A

readi i

readwin()

\ 4

( Linux)
readLinux() readWin()
read( ) > > < —
readWin
irp->Associatedlrp.SytemBuffer
readLinux buf
readLinux  buf
Linux
readLinux irp->Associatedlrp.SystemBuffer
buffer readWin
readLinux
readLinux copy_to_user
Linux Windows
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Linux

"xxx.h”
XXX.h xxX.h
C
#define DEV_NAME XXX
#include”xxx.h”
char devname “DEV_NAME"; xxX.h
int X1;
int X2;
void func( ... §{
| 1% o S
#define X1 255
char devname “XXX”; #define X2
int 255;
int X2;
void func( ... {
}
3.4.
Windows
Linux
Windows
Windows
Windows
Windows
Linux
Windows ExAllocatePoolwithTag Windows
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Windows
ExAllocatePoolwithTag

ExAllocatePoolwithTag Linux

vmalloc vmalloc

Linux Linux

Windows

call ExAllocatePoolwithTag

void *vmalloc(...)
{ N —
1 void *ExAllocatePoolwithTag
{
\vmalloc(...) :
}
3-3 Windows

vmalloc  ExAllocatePoolwithTag
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gcc

ret” “ret XX”
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3.5.

Linux
Linux
Linux

Linux

3.1
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disasm buf

ins outasm ins

asmbler NASM

do {
di

whil

read(buf, )

outasm(ins,asmbler);

fprintf(File,asmbler);

sasm(buf,ins);

e(ins.name!="ret”)

Optional
Header

image base ==**

ita —

itata +imagebase

iat:
Import
Address
Table
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call [xxx]

XXX
call
4.2.
indows
Linux
° init_module
] cleanup_module
°
createLinux,readLinux,writeLinux,closeLinux
°
(] include
4.2.1. init module, cleanup_module
init_module,cleanup_module
init_module
register_chrdev
int Major ;
char *Devname = “DEV_NAME" ;
struct file_operations fops = OPERATIONS ;
int init_module(void)
{
Major = register_chrdev(0,Devname,&fops) ;
}
Major
evname
fops
Devname DEV_NAME
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fops
OPERATIONS
cleanup_module unregister_chrdev

4.2.2. createLinux,closeLinux

createLinux

MOD_INC_USE_COUNT Windows
createWin
closeLinux MOD_DEC_USE_COUNT closeWin

4.2.3. readLinux,writeLinux

readLinux
readWin

ssize_t readLinux( struct file *filp,char *buf,size_t count,loff_t **ppos )
{

IRP irp;

DEVICE_OBJECT fdo;

int copyed_count;

char *bufTmp = vmalloc( count ) ;
irp.Parameters.Read.Length = count ;
irp.Associatedlrp.SystemBuffer = bufTmp ;

copyed_count = winRead(&fdo,&irp) ;

copy_to_user(buf,bufTmp,count);
return copyed_count ;

IRP,DEVICE_OBJECT Windows
read
Parameter.Read.Length,
Associatedlrp.SystemBuffer
writeLinux irp
copy_from_user
Windows writeWin
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4.3. Windows
4 Windows

® ExAllocatePoolwithTag
Linux
® ExFreePool
Linux
® READ PORT _UCHAR
10
® WRITE PORT _UCHAR
10

vmalloc

vfree
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Windows Linux

Windows

CPU Celeron

487.504MHz
128KB
oS Linux ver2.2.18
2
Windows
5.1.
(8k )
8k
Windows
ExAllocatePoolwithTag
ExFreePool
8k write
8k read
rite read
write read

ExAllocatePoolwithTag ExFreePool
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read( fd,buf,port)
port 10
CPU in
write( fd,buf,port)
port 10
CPU out
Windows
WRITE_PORT_UCHAR
READ_PORT_UCHAR

RTC (Real Time Clock)
RTC

Windows2000 Linux

RTC
0x70 RTC

buf

buf

RTC

00
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write,read

WRITE_PORT_UCHAR READ_PORT_UCHAR

0x71
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5.3.1.

CPU rdtsc rdtsc CPU
64 CPU 500 Hz
rdtsc 500
jiffies 100HZ
do_gettimeofday

get_time
asm__ gcc C

#define get_time(h,l)
__asm__(“rdtsc” : “=a”(l),”=d"(h) )

rdtsc eax,edx 32 h
32 |
get_time

unsigned long long timel,time2 ;
unsigned long h1,11,h2,12 ;
get _time(h1,l1) ;

get_time(h2,12);

timel = (unsigned long long)h1<<32 | I1;
time2 = (unsigned long long)h2<<32 | 12 ;
return timel —time2;

return

return
get_time 3.3
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get time
read
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Windows
Windows Linux
Microsoft
Windows2000 Driver Development Kit Documentation[2] Windows
650
1
Linux

Linux Windows

1 ExAllocatePool  ExAllocatePoolWithTag
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[1] Microsoft Portable Executable and Common Object File Format Specification
Revision6.0 , 1999

[2] Microsoft Windows2000 Driver Development Kit Documentation,2000
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