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LAN

2002

Intrusion Detection System

IDS

snort

PC



2.1 Intrusion Detection System
IDS
IDS
2.2
snort UNIX Linux Windows  snort
2.2.1 snort

Snort  Marty Roesch

Linux
Snort URL

http://www.snort.org/

2.2.2
Linux Snort
LAN

GNU General Public License

http://www.tcpdump.org/release/

Win32 Snort

http://netgroup-serv.polito.it/winpcap/

2.2.3 snort.panel

( )Xato Network Security

interface

IDS
libpcap
UNIX
URL
WinPcap
snort  Win32 graphical user

http://www.xato.net/files.htm



3 Windows  Snort 1.7

3.1 snort
snort

Yes

No

Yes

No

A 4

A 4




3.2

Snort

Windows snortl.7

snort.conf
backdoor-lib
ddos-lib DDoS
finger-lib finger
ftp-lib ftp
misc-lib
netbios-lib  netbios
overflow-lib
ping-lib ping
rpc-lib rpc
scan-lib
smtp-lib smtp
telnet-lib  telnet

web-lib WWW
webcf-lib ColdFusion
webcgi-lib  cgi

webfp-lib  FrontPage
webiis-lib  11S

webmisc-lib WWW
snort.conf *-lib

include

ping snort.conf include

include ping-lib - #include ping-lib

[

]



3.2

ping-lib
alert icmp any any -> $HOME_NET any (msg:"IDS159 - PING Microsoft Windows";
content:"|6162636465666768696a6b6c6d6e6f70|";itype:8;depth:32;)

snort
3.2.1
1
alert
log
pass
2 3
3
4 -> <- <>
5




3.2.2

15
mgs
logto
ttl TTL Time To Live
tos TOS Type Of Service
id ID IDentification
ipo IP Option
fragbits Fragmentation Bits
dsize
content content
content-list content
flags TCP TCP Flags
seq TCP TCP Sequence Number
ack TCP TCP Acknowledgement Number
itype ICMP type
icode ICMP code
icmp_id ICMPECHO ID
icmp_seq ICMP ECHO Sequence Number
offset content
depth content content
nocase content
session
rpc RPC application proceedure version
resp
react




snort

4.1 snort

IC P

file_write()

Snort

filewrite_TCP()

filewrite_test()




snort
Full log.c AlertFull()
Fast log.c AlertFast()
file_write( ) filewrite_TCP() filewrite_test()
[ ]
file_write()
ICMP
Packet p
timestamp mes
(timestamp)
(mes)
IP(p->iph->ip_src) IP(p->iph->ip_dst)

192.168.1.100

inet_ntoa(p->iph->ip_src)
filewrite_TCP()
TCP UDP

file_write()

(p->sp) (p->dp)
filewrite_test()

snort

timestamp mes

10



4.2

4.2.1 SMTP

SMTP(Simple Mail Transfer Protocol)

1 SMTP

25

SMTP

[

HELO

MAIL FROM :

RCPT TO:

DATA

RSET

QUIT

SMTP

SMTP

211

220

221

SMTP

250

251

354

421

451

452

500

501

503

550

551

11

]

25



SMTP

4.2.2
HELO MAIL
RCPT
SMTP SMTP
25
25 =
220
HELO _
250
MAIL FROM _
250
RCPT TO _
250
DATA _
354
250
QUIT R
221

12




4.2.3 WinSock

[ ]
UNIX UNIX Windows
Winsock
Microsoft Visual C++
winsock.h
WinSock
WinSock WSAStartup( )
socket( )
connect( )
send( ) recv( )
closesocket( )
WinSock WSACIleanup( )
Winsock Windows
wsock32.dll
wsock32.lib wsock32.dll [ 1 I-[ I
1 / ] wsock32.lib

13



4.2.4

smpl.txt snort

copy.txt

time_roop()

smpl.txt  copy.txt

X w

smpl.txt O

smpl.txt

\4
WinSock

A 4
1P

A

A

smpl.txt copy.txt YES v
N
YES >—>
file_macth( (HERO MAIL FROM,
RCPT TO
l NO |
/\
< YES DATA
A 4
~— copy.txt
| no
smpl.txt  copy.txt v
file_copy(
smp.txt  copy.txt < v
A 4
Winsock

14




time_roop() time
file_byte()
file_macth() 2

file_copy()
send_mail() WinSock

10

Smpl.txt

snort smpl.txt snort

Smpl.txt  Copy.txt

5000

Smpl.txt  Copy.txt

Copy.txt smpl.txt 10
snort
422 4.2.3 WinSock
SMTP 10.210.40.7 $99413@cis.shimane-u.ac.jp

15



5.1 nmapNT

web[ ]
nmapNT
nmapNT linux nmap
Windows
-> nmapnt
[ ]
-sT TCP
-sU UDP
-sP
[ ]
-p -p 20-30,139,60000- 20 30
139 60000
-9
-PO ping
ping
ping
-P1 ping

ping

16



52

IDS
IDS

IDS IDS
IDS
IDS

IDS

IDS

IDS

IDS

17



IP 192.168.1.110
OS Windows Me

IP 192.168.1.101
OS Windows2000SP3

IDS

IP 192.168.1.102
OS Windows2000SP3

SYN

SYN/ACK

IDS

192.168.1.0/24

192.168.1.0/24

Windows

nmapNT

RST/ACK

-> nmapnt —sT —p 1-80 192.168.1.101

18




5.3

5.3.1

nmapNT

C:¥Nmap>nmapnt -sT -p 1-80 192.168.1.101

Starting nmapNT V. 2.53 SP1 by ryan@eEye.com

eEye Digital Security ( http://www.eEye.com )

based on nmap by fyodor@insecure.org ( www.insecure.org/nmap/)

Interesting ports on

(192.168.1.101):

(The 70 ports scanned but not shown below are in state: closed)

Port

7ltcp

9/tcp

13/tcp
17/tcp
19/tcp
21/tcp
25/tcp
42/tcp
53/tcp
80/tcp

State

open
open
open
open
open
open
open
open
open

open

Service
echo
discard
daytime
gotd
chargen
ftp
smtp
nameserver
domain
http

Nmap run completed -- 1 IP address (1 host up) scanned in 8 seconds

5.3.1 nmapNT

19




5.3.2

0

sec: wait...end
10

sec: wait...end
20

sec: wait...end -

smpl.txt=397byte
smpl.txt  copy.txt =0Obyte
30

sec: wait...end

smpl.txt=676byte
smpl.txt  copy.txt =397byte
40
sec: wait...end
smpl.txt=676byte
smpl.txt  copy.txt =676byte -
220 ad007.cis.shimane-u.ac.jp ESMTP Sendmail 8.9.3/3.7Wpl2/01040701; Tue,
11 Feb
2003 06:01:34 +0900 (JST)
250 ad007.cis.shimane-u.ac.jp Hello jive.cis.shimane-u.ac.jp [10.210.8.12], plea
sed to meet you
250 shinano... Sender ok
250 s99413@cis.shimane-u.ac.jp... Recipient ok
354 Enter mail, end with "." on a line by itself
250 GAA06876 Message accepted for delivery
221 ad007.cis.shimane-u.ac.jp closing connection -

50

sec: wait...end

5.3.2

20




533 5.34

ZEWP A shinano  FESE:  =99413@ciszhimane-u.acjp
%45 Snort Alert  HBF: Tue 11 Feb 2003 06:01:34 +0900 CJSTS

Time -» 02/11-05:57:28. 421567
Message -» [05162 - PING Mmapz.36BETA from 192.168.1.110 ->
192.168.1.107

Time -> 02/11-05:51:28.625000
Meszage - spp_portscan: PORTSCAW DETECTED from 192.168.1.110
(THRESHOLD 4 conmect ions exceeded in 0 seconds)

Time -> 02/11-05:571:32 421000
Messaze -» spp_portscan: portscan status from 192.168.71.710:0 73
connect ions across 1 hosts: TCP(72), UDP(1)

Time -> 02/11-05:571:37 906000
Messaze -» spp_portscan: portscan status from 192.168.1.710: 30
connect ions across 1 hosts: TCP(30), UDPCO)

Time -> 02/11-05:51:42. 437000
Messaze -» spp_portscan: BEnd of portscan from 192.168.1.110:
TOTAL timelhs) hosts(1) TCP{102) UDP(1)

D T

5.3.3 Becky!Ver.2

21




[**] IDS162 - PING Nmap2.36BETA [**]
02/11-05:51:28.421567 192.168.1.110 -> 192.168.1.101
ICMP TTL:41 TOS:0x0 1D:48451 IpLen:20 DgmLen:28
Type:8 Code:0 1D:48390 Seq:0 ECHO

[**] spp_portscan: PORTSCAN DETECTED from 192.168.1.110
(THRESHOLD 4 connections exceeded in 0 seconds) [**]
02/11-05:51:28.625000

[**] spp_portscan: portscan status from 192.168.1.110: 73 connections across
1 hosts: TCP(72), UDP(1) [**]

02/11-05:51:32.421000

[**] spp_portscan: portscan status from 192.168.1.110: 30 connections across
1 hosts: TCP(30), UDP(0) [**]

02/11-05:51:37.906000

[**] spp_portscan: End of portscan from 192.168.1.110: TOTAL time(5s)
hosts(1) TCP(102) UDP(1) [**]

02/11-05:51:42.437000

53.4 192.168.1.102

Nmap

22




ping-lib

alert icmp any any -> $HOME_NET any (msg:"IDS162

Nmap2.36BETA";itype:8;dsize:0;)

PING

alert
ICMP

IP $HOME_NET 192.168.1.0 /24

IDS162 - PING Nmap2.36BETA

ICMP  type

IDS

http://whitehats.com/ids/index.html

23




snort

pass tcp any any < > 192.168.1.0/24 25
pass tcp any any < > 192.168.1.0/24 80
alert tcp any any < > 192.168.1.0/24 any(msg:"tracking”)
alert udp any any < > 192.168.1.0/24 any(msg:"tracking”)

alert icmp any any < > 192.168.1.0/24 any(msg:"tracking”)

SMTP 25 HTTP 80

alert udp any any < > 192.168.1.0/24 1434 (msg:"traffic to 1434/udp”);
1434 / UDP SQL Server
SQLSlammer
SQLSlammer
http://www.nai.com/japan/virusinfo/virS.asp?v=W32/SQLSlammer.worm

snort

snort

short

24



6.2
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[ ]

314pp 2002
[ 1] TCP/IP
319pp 2000
[ ]
265pp 1998
[ 1 office

https://www.netsecurity.ne.jp/article/3/2405.html 2001

Web

short

http://www.snort.org/

WinPcap
http://netgroup-serv.polito.it/winpcap/

snort.panel

http://www.xato.net/files.htm

nmapNT

http://www.eeye.com/html/Research/Tools/nmapNT.htmlwo

SQLSlammer

http://www.nai.com/japan/virusinfo/virS.asp?v=W32/SQLSlammer.worm

IDS Whitehats
http://whitehats.com/ids/index.html
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