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Web

Web
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1.2

INSPEC
IEE
1.2
1.2
()
(authentication) 8633
(authentication)and(login) 99
(user-authentication) 536
(user-authentication) and (login) 23
(steganography) and (login) 0
(steganography) and (authentication) 0
1.2 23 9
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1.3

SSH-secure login connections over the Internet, by Ylonen, T. (1996)

A remote user authentication scheme using hash functions, by Cheng-Chi Lee,

Li-Hua Li, and Min-Shiang Hwang (2002)

Accessing MS-DOS applications over a TCP/IP network, by Ozimek, 1. (1996)

Security considerations in the delivery of Web-based applications : a case study, by

Shubert Foo, Peng Chor Leong, Siu Cheung Hui, and Shigong Liu (1999)

An enhancement of timestamp-based password authentication scheme, by Lei Fan,

Jian-Hua Li, and Hong-Wen Zhu (2002)

steganography

Information Hiding



Cookie

Cookie
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Cookie Cookie

PC
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BMP RGB bit

1bit 2.2

2.2
C

Suppression.exe Extraction.exe

2.2

B&HATITER

2.2



3.1

3.1

PC

O

(Step3)
HTML {

(Stepl)
Client
(Stepl)
(Stepl)
(Step3)

3.1

Web Server

(Step2)



3.2

3.1
3.1
Java Servlet Servlet
Servlet Web Java
Common Gateway Interface CGlI
CGl Servlet
Servlet
CGl Servlet Server
Jakarta Project Tomcat (http://jakarta.apache.org/tomcat/)
Tomcat  Servlet Server Web Server
Web Server 80 Tomcat 8080
Tomcat  Web Server
Apache Internet Information Server 1IS
Apache Apache Tomcat Apache Jakarta Tomcat
Connector Apache
Tomcat
DBMS HITACHI HiRDB Servlet
DBMS Java Data Base Connectivity JDBC
3.2
3.2
(O] Windows 2000 Server SP4
Web Server Apache 2
Java Servlet Server Tomcat 4
DBMS HiRDB 7
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3.3

3.2

DBMS

ID

DBMS

DL

DBMS

3.2

3.3.1

Web
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3.3.2
Suppression.exe
Servlet

Java.Runtime.exec() Java

3.3
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3.3 Java.Runtime.Exec()

I String
String com = new String(“Suppression.exe D:¥Image¥Sample.bmp
D:¥Image¥Login.bmp 39395963tEkiToU7");
/[Runtime
Runtime rt = Runtime.getRuntime();
try
Il
Process pr = rt.exec(com);
rt.waitFor();
}
I
catch (Exception e) {

System.exit(1);

Java.Runtime
Tomcat Catalina.policy Java.Runtime
3.4

3.4 Catalina.policy

grant codeBase "file:${catalina.hnome}/LGW/*" {
permission java.lang.RuntimePermission "java.lang.Runtime.*", "write";

permission java.io.FilePermission "java.io.*", "write";

3
3.3.3
1D

1D 1D

DBMS

DBMS
1D 1D
Synchronized Servlet
3.4
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3.4

tl

t2

t3

t4

t5

t6

t7

DBMS

ID

DL

DBMS

3.4

A DBMS

DBMS ID

DBMS

Login System by Image
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HTTP POST RFC 2616
3.6

3.6
3.4.1
Extraction.exe
DBMS ID
DBMS
DBMS Table 3.7
Log | nkagount
USERMAME 1] PASSWORD | KEYWORD | MAGE

KIYOYOSHI| 00000000 | tEKiTeU7 | kiyokey | [68]

: Q0000001 :
S A\ i
S
CHARH BLOBER
3.7
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3.5 Java Data Base Connectivity
Servlet DBMS JDBC JDBC Java
API

JDBC DBMS HiRDB
HiRDB JDBC Driver

3.5.1 Driver Manager Data Source

Servlet DBMS JDBC
Servlet JDBC 3.5
3.5 Servlet JDBC
Driver Manager Java JDBC DBMS
Data Source Data Source DBMS
Connection DBMS
JDBC DBMS
Driver Manager Java JDBC
Servlet Java Servlet DBMS
Data Source Servlet Server
Tomcat JDBC Tomcat Servlet
DBMS
Servlet
DBMS JDBC
Driver Manager
Data Source 3.8
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i O Servlet
! DBMS
| Y
E v
E Data Source
Tomcat ' Tomcat
Driver Manager Data Source
3.8 Driver Manager Data Source
Data Source Java Naming and Directory Interface JNDI
JNDI  Naming Service Directory Service
Tomcat Data Source HiRDB
JDBC 3.6 3.8
3.6 Web.xml
<web-app>

1

<servlet-mapping>
<servlet-name>invoker</servlet-name>
<url-pattern>/servlet/*</url-pattern>

</servlet-mapping>

//IJDBC Data Source

<resource-ref>
<res-ref-name>jdbc/datasource</res-ref-name>
<res-type>javax.sql.DataSource</res-type>
<res-auth>Container</res-auth>

</resource-ref>

</web-app>

17



3.7 Server.xml

Il
<Context path="/LGS" docBase="LGS" debug="0"
reloadable="true" crossContext="true" trusted="false">
<Logger className="org.apache.catalina.logger.FileLogger"
prefix="localhost_LGS_log." suffix=".txt"

timestamp="true"/>

/IJDBC
<Resource name="jdbc/datasource" auth="Container" type="javax.sgl.DataSource"/>
<ResourceParams name="jdbc/datasource">

/IDBMS

<parameter>
<name>username</name>
<value>"root"</value>

</parameter>

/IDBMS

<parameter>
<name>password</name>
<value>"root"</value>

</parameter>

/IJDBC

<parameter>
<name>driverClassName</name>
<value>JP.co.Hitachi.soft. HIRDB_Driver_for_JDBC.JdbcHirdbDriver</value>

</parameter>

/IJDBC URL

<parameter>
<name>url</name>
<value>jdbc:hitachi:hirdb://localhost/:DSN=HRDB</value>

</parameter>

</ResourceParams>

</Context>

18




3.5.2

JDBC

3.9

3.8 Java

import javax.naming.*;

import javax.sql.*;

public class Example extends HttpServlet {
DataSource ds;
I
public void init() throws ServletException {
try {
I
InitialContext ic = new InitialContext();
I
ds = (DataSource)ic.lookup("java:comp/env/jdbc/datasource");
} catch (Exception e) {

e.printStackTrace();

JDBC

DBMS SQL
DBMS

JDBC

19

SQL

Java



3.9 JDBC
/IDBMS

Connection con = null;
Statement stmt = null,
try {
1 Connection
con = ds.getConnection();
I
con.setAutoCommit(false);
/I Statement

stmt = con.createStatement();

SQL

Il
con.commit();
}
catch (Exception e) {
e.printStackTrace();
}
finally {
try {
if (stmt!=null) { stmt.close();}
if (con!=null) {con.close();}
}
catch (Exception e) {

e.printStackTrace();

Tomcat URL
http://jakarta.apache.org/tomcat/

20



4.1

21



4.2
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4.1
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Client

4.1
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4.3

4.3
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4.2.3

4.3 RSA

RSA
[7] n 10 310

(http://www.rsasecurity.com/)

4.2
RSA n 10

RSA

(1024bit)

O(exp(1.9(In(n))*"* (In(In(n))) *'*))

310
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5.1

5.1
5.1
Servlet
Java Servlet index.html
HTTP
Java Servlet
5.2
HTTP
Winsock
Winlnet.dll
Common Http Client
Common Http Client(http://jakarta.apache.org/
commons/httpclient/)
Http Client
FilePart
5.2
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5.2 Http Client

/IHttp Client

import org.apache.commons.httpclient.HttpClient;

import org.apache.commons.httpclient.HttpStatus;

import org.apache.commons.httpclient.methods.MultipartPostMethod;
import org.apache.commons.httpclient.params.HttpMethodParams;

import org.apache.commons.httpclient.methods.multipart.*;

1

String targetURL = new String("http://shinano/LGS/serviet/UserCheck");
File targetFile = new File("D:/ok.bmp");

MultipartPostMethod filePost = new MultipartPostMethod(targetURL);

try {
/IFilePart POST

FilePart part = new FilePart("filename", targetFile, "image/bmp", ™;
filePost.addPart(part);

HttpClient client = new HttpClient();

I

int status = client.executeMethod(filePost);

if (status == HttpStatus.SC_OK) { }
else { }

}

catch (Exception ex) { }

finally { filePost.releaseConnection();}

Http Client POST GET
Http Client Java
Java.net
GET
Http Client
51
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5.10 Garbage Collection

59

5.10 JVM
GC

JVM
http://java.sun.com/docs/hotspot/gcl.4.2/
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