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IDS
IDS

21 80

e INSPEC

Security & Mobile agent

Security & aglet & Firewall
Security & Mobile agent & aglet
Security & Mobile agent & Firewall
Security & Mobile agent & IDS
Packet filter & Mobile agent
Packet filter & aglet

INSPEC IEE
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3 IDS

3.1 IDS
Intrusion Detection System
IDS IDS
HIDS IDS IDS NIDS
[3]
IDS
3.2 snort
IDS snort-2.0.0 http://www.snort.org/ 2004
2 10 Snort2.3.0
3.2.1 snort
Snort  Marty Roesch GNU General Public License
NIDS Snort  NIDS
3.1 Linux
Snort IDS
[4]
Snort
snort http://jem.serveftp.com/



No ~

Yes
No .

Yes

\4
3.1 snort
3.2.2
Windows Snort snort Windows

Packet Capture library WinPcap
URL
Windows Packet Capture Library http://netgroup-serv.polito.it/winpcap/

Linux  Snort libpcap
LAN UNIX
URL
TCPDUMP public repository http://www.tcpdump.org/release/




4.1
4.2 ASDK
Java
IBM
SourceForge.net http://sourceforge.net/projects/aglets/ Aglets
Software Development Kit 2.0.2 ASDK 2.0.2
ASDK
java (O
4.2.1 ASDK
SourceForge.net bin conf lib META-INF
public 5 INSTALL.html LICENSE.html 2 html
bin
ant.bat ant install-home
Ant.bat READ ME
4.2.2 ASDK
ASDK
Aglets 2.0.2 C:¥aglets-2.0.2
AGLET_HOME C:¥aglets-2.0.2
AGLET_PATH C:¥aglets-2.0.2¥public

AGLET_EXPORT_PATH C:¥aglets-2.0.2¥public



Path C:¥j2sdk1.4.1_02¥bin;%AGLET_HOME%¥bin

CLASSPATH %AGLET_HOME%¥lib¥aglets-2.0.2.jar
4.2.3 Aglet
ASDK Aglets Aglets
Java
Java Java 2 SDK 1.4.2 03 Aglet
Aglets Aglets
Aglets
Aglet GUI Tahiti
Aglets GUI Tahiti
Aglets GUI Aglet Tahiti
[5]
4.3 Aglet
Aglet Tahiti
4.3.1
4.1 ExampleAglet.java
amagi osada Aglet
4.1 Aglet

1: import com.ibm.aglet.*;

2: import java.net.*;

3:

4: public class ExampleAglet extends Aglet{
5. public void onCreation(Object init){

6

7 /I osada

8: try{

9: URL destination = new URL ("atp://osada:4434");
10: } catch(MalformedURLEXception mue){

11: System.out.println(mue);

12: }

13: try{

10




14: dispatch(destination);

15: } catch(Exception e) {

16: System.out.println(e.getMessage());
17: }

18: }

19: public void run(){

20: System.out.printin("Hello");

21 }

223}

41 1 Aglet com.ibm.aglet.* import
4 Aglet Aglet
Aglet onCreation run
5 onCreation
amagi Aglet dispatch Aglet 14
dispatch Dispatch URL
URL  Aglet 9 URL atp://osada:4434

4.3.2 Tahiti
e Tahiti

C.¥aglets-2.0.2¥bin> agletsd -f ..¥cnf¥aglets.props

Tahiti 4.1

11




£ Tahiti: The Aglet Yiewer [atp://amagi:4434 (aglet_key) ]
Aglet  Mohbility Wiew Options Tools Help

Eralon {1 Agletnro Dispnsel Clunel Dispatchl Hetractl

==

=101 |

Tahiti - The Azlet YWiewer i= Runningz...

4.1 Tahiti
atp agent transfer protocol Aglet
amagi Tahiti TCP4434
javac
AGLET_PATH Create Aglet
Aglet name Aglet Create

4.2

12




< Tahiti: The Aglet Viewer [atp://amagi:4434 (aglet_key)

Aglet  Mohility  Wiew Options Tools  Help

== | Create | Erialog | Aaletlinfo | Digpose | Clone | Lispatch | Retractl

Tahiti - The &zlet Yiewer iz Bunning...

i Create Aglet

Adlet name
Source URL
Aglets List Add to List Remove
examples.simple. Displavaolet -

examples.hello.HelloAnlet
examples.itinerary. CirculateAglet
examples.mdispatcher.HelloAglet
examples.hitp.WehSemeriglet
examples talk TalkMaster

mobail

RemotemessageExample

hasic

b

| Cancel | Feload Class and Create |

jikan

‘Create

4.2 Aglet

Tahiti

Tahiti User’s Guide http://www.trl.ibm.com/aglets/tahitil.l/index e.htm

13
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4
Aglet
5.1
51
5.1
IDS
IDS
IDS
IDS
5.2 IDS
IDS snort-2.0.0
snort-2.0.0 void port_cone (Packet * p)

Packet p snort snort

14



port_cone()
Packet

p->iph->ip_src IP p->iph->ip_dst

5.3

5.4

5.1 5.2

Routing and Remote Access

15

Windows2000 Windows XP
IP



v v
[ Aglet [ Aglet
IDS
(Stepl) I v
(Step2)
5.2 —¥
[(Step3)
v
(Step5) C—[ (Step4)
v A
(Step6) W (
v
[(Step?)

5.1

16




IDS

v

v

(Step2)

(Step3)
5.2
5.4.1
Aglet
5.4.2
Aglet
IDS IDS
IDS
IDS
IP

IDS

17



5.4.3
Aglet

IDS

5.4.4

5.4.5
IDS
IDS
IDS

IDS

IDS

5.4.6

IDS

5.2
Routing and Remote Access

Java.Runtime.exec( )

18



5.2

NET START "Routing and Remote Access"

netsh routing ip delete filter " " input IP
255.255.255.255 IP 255.255.255.255 proto=ICMP type=255 code=255
netsh routing ip set filter name=" " filtertype=input

action=forward

5.5
5.4
5.2
IDS
IP IP
IDS IP IP
String equals()

IDS IP 1P
P> IP

19




6.1

6.1

6.1

OS Windows XP Pro SP1
CPU Pentium 1.51GHz
RAM 256MB

(O] Windows 2000 SP4
CPU Pentium Il 300MHz
RAM 96MB

oS Windows 2000 SP4
CPU Pentium 11 333MHz
RAM 512MB

LAN 100BASE

CentreCOM FH505E

20
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6.1

6.2
Step 11 Step

Simple Network Time Protocol SNTP
e-Words SNTP http://e-words.jp/w/SNTP.html
Network Time Protocol NTP

SNTP
NTP
net time
SNTP
SNTP IDS
192.168.1.30 6.2

6.2

SNTP
SNTP

net time ¥¥192.168.1.30 /set /yes

51
5.5 5.2

21




Step

Windows2000 ping IDS
Step IDS
Step IDS
Step
Step
Step
Step
IP IP
Step Step 6.3
6.2
1 2 11
Stepl-2 0.37x 102 0.51x 102
Step2-3 0.51x 108 0.29% 103
Step3-4 0.47x 102 0.39% 102
Step4-5 0.16x 104 0.14x 104
Step5-6 0.26x 103 0.19x 103
Step6-7 1.22x 104 0.47x 104
Stepl-7 1.47x 104 0.67x 104

22

6.2

IDS

IDS



5000
4500
4000
3500
3000
2500
2000
1500
1000

500

STEP

6.2 Step

6.4

CPU
CPU

6.4.1
CRNMonitor0.99 CPU

6.3 6.4 6.5

4Kbyte
CRNMonitor0.99 http://www.vector.co.jp/soft/dl/win95/hardware/se331669.html

23



CPU

11

13

15

17

19 21

23

6.3

11

13

15

17

19 21

23

6.4




12000
10000
[¢6)
> 8000
6000
4000
2000
0
1 3 5 7 9 11 13 15 17 19 21 23
6.5
6.4.2
1
6.3
3
3 5 CPU CPU
6.5
6.4
6.5.1
0.1 0.2 0.5 ping
20
CPU 6.4.1 CRNMonitor0.99
6.6 6.7
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£ 800 01
500 =02
05
400 .
200 e
0

1 3 5 7 9111315171921 23

6.6

CPU

> 7

CP

1 4 7 10 13 16 19 22

6.7 CPU

6.5.2
0. ping CPU
6.4
CPU 82
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Routing and Remote Access

6.8

CPU

CPU

6.6
6.3

Step

Step
Access

6.8

Windows
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CPU
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7.1

5.5 5.2

7.1

7.1

OS Windows XP Pro SP1
CPU Pentium 1.51GHz
RAM 256MB

IP 192.168.1.60

(O] Windows 2000 SP4
CPU Pentium Il 300MHz
RAM 96MB

IP 192.168.1.30

(ON} Windows XP Pro SP1
CPU Pentium 1.51GHz
RAM 256MB

IP 192.168.1.40

oS Windows XP SP2
CPU Celeron 2.8GHz
RAM 512MB

IP 192.168.1.102

(O] Windows 2000 SP4

28

7.1



CPU

Pentium Il 333MHz

RAM 512MB
IP 192.168.1.201
0s Windows 2000 SP4
CPU Celeron 1.7GHz
RAM 256MB
LAN 100BASE

CentreCOM FH505E

!

!

7.2

Windows

!

7.1

ping 1 4 7.2

7.2

29




1
192.168.1.40 192.168.1.60

2
192.168.1.102 192.168.1.60

3
192.168.1.201 192.168.1.60

4
192.168.1.40 192.168.1.30

5
192.168.1.102 192.168.1.30

6
192.168.1.201 192.168.1.30

-
192.168.1.40 192.168.1.60

8
192.168.1.102 192.168.1.60

9
192.168.1.201 192.168.1.60

10
192.168.1.40 192.168.1.30

11
192.168.1.102 192.168.1.30

12
192.168.1.201 192.168.1.30

7.3

1 2 3 45 6
1 2 3 192.168.1.60 4 5
192.168.1.30
7.3

30




7.4

7.3

7.3

192.168.1.40>192.168.1.60
192.168.1.102>192.168.1.60
192.168.1.201>192.168.1.60
192.168.1.40>192.168.1.30
192.168.1.102>192.168.1.30
192.168.1.201>192.168.1.30

31
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8.1
8.1.1
DOS
Aglet
Aglet Aglet
Java
Java
8.1
8.1.2
write read
java 8.1
2
2
2
IDS
Snort
8.1 java
/I IDS

permission java.net.SocketPermission
"accept,listen,connect,resolve™;

32




i permission java.net.SocketPermission " : "
i "accept,listen,connect,resolve”;

———————————————————————————————————————————————————————————————————————————————————————————————————————————————

i permission java.io.FilePermission "snort.exe ", "execute";
L

i permission java.io.FilePermission " " "write,read";

permission java.net.SocketPermission " : ", "accept,listen”;

Ll

i permission java.io.FilePermission "

i " "write,execute”;

IDS

8.3

IDS

33
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