SAKA
RSA

s003046



P
P
INSPEC P
P
P
SAKA P
SAKA
RSA P
RSA
SAKA RSA P
_____________ P
SAKA P
RSA e P
P1
P1
P1







| NSPEC

INSPEC
INSPEC 1969 IEE(Institution of Electrical Engineers)
3500 1500
700

35

http://www.engineeringvillage2.org/controller/serviet/Controller?ClID=quickSearch&d
atabase=INSPEC

INSPEC IEE
1
Crypt Encrypt cipher hide code encode secure network system
human INSPEC
1 2
1995 2004

INSPEC



Crypt or encrypt or cipher or hide or code or encode

and secure and network and system

Crypt or encrypt or cipher or hide or code or encode

and secure and network and system and human

Trust : a collision of paradigms [network security]

Information Security Applications. 4th International Workshop, WISA 2003.

Revised papers.

Recent development using H.263 and wavelets for digital video/image

compression and implementation

Adaptive digital watermarking using neural network technique

Privacy and security issues in a wide area health communications network

Human visual System features enabling watermarking

Human immune anomaly and misuse based detection for computer system

operations : part2

Data security and patient confidentiality : the manager’s role

Effective neural network approach to image recognition and control

Public-key cryptography and password protocols : the multi-user case

KVM switch solves server expansion : insurance service company chooses remote

access over more IT personnel

ARGUS : an automated multi-agent visitor identification system

Frangipani : ascalable distributed file system

Effects of data hiding on remote data analysis

A use-condition centered approach to authenticated global capabilities : security

architectures for large-scale distributed collaboratory environments

Approaches for a reliable high-performance distributed-parallel storage system




Secure management of a proxy server using SNMP and java applets

Data mining-based intrusion detectors : an overview of the Columbia IDS project

WaveNet processing brassboards for live via radio

Setting up a secure public workstation

Dynamic control of worm propagation

An introduction to face recognition technology

Lossy compression tolerant steganography

Fighting spam by encapsulating policy in email addresses

Jini security : a novel approach

PKI : coming to an enterprise near you?

Spontnet : experiences in configuring and securing small ad hoc networks

WaveNet processing brassborads for live video via radio

New audio secret sharing schemes with time division technique

Bank balances privacy, convenience

The open-end argument for private computing

Objectvideo forensics : activity-based video indexing and retrieval for physical

security applications

Passeord authentication using multiple servers

Analysis of the DCS.v authentication protocol

Secure distributed configuration management with randomised scheduling of

system-administration task

Design and implementation of user-authentication system in distributed systems

Depositing and delivering RSA private keys




1
ACM Boyarsky

Public-key cryptography and password protocols : the multi-user case

Simple authenticated key agreement protocol resistant to password guessing

attacks

Authentication and authorization : Securing passwords against dictionary attacks

Minimum time path planning for robot motion in obstacle strewn environment

Simple authenticated key agreement protocols resistant to password

guessing attacks

Her-Tyan Yeh,Hung-Min Sun

ACM SIGOPS Operating Systems Review, Volume36 Issue4




3 SAKA

Simple Authenticated Key Agreement protocols

SAKA
A
ERZ;
X @
X g*mod -
X X® pwed pw
ERZ;
Y g’modp
Y@ pw||(Key2, X) || Key2=XYmod p= g~ modp
Y=Y® pwD pw )

Key2,X

Key Y modp=g“modp

(KeyLY)

Keyl,X

@ : xor

A 4

KeylY

Key2,Y




pw

Key2

pw

pw

Keyl
X Key2

Y Key

Y Keyl

Y Key

pw

X Keyl

Y Key2



RSA

RSA

™ Q C S
c

apf mod n

A 4

pw = z” mod n

A

Z= pw* modn




pw

Xy u

B apf mod n

n o pw

B n
pw

B
Z mod n



5

SAKA RSA

Java

A 4

A

IE Java

IE MSDN IE

.net

Java




PC

CPU Celeron 1.70GH Celeron 2.40GH
MEMORY MB MB

HD GB GB

LAN Base/T Base/T

IP 192.168.1.200 192.168.1.110

SAKA

RSA

SAKA RSA

Java

A

A 4

A 4




SAKA RSA

HP

SAKA

Tomcat

Tomcat Java

http



SAKA

SAKA
Bit
® Xor
7®11 00111 & 01011 01100 12
12911 01100 @ 01011 = 00111 =7
pwgp

pw

ms



RSA

RSA

Bit

Pw

100

ms



RSA

SAKA

RSA

RSA

SAKA

SAKA

RSA

N B
SAKA






Her-Tyan Yeh,Hung-Min Sun“ Simple authenticated key agreement protocols
resistant to password guessing attacks” ACM SIGOPS Operating Systems
Review, Volume36 Issue4 Oct 2002 P14-22

RSA http://www.faireal.net/articles/5/24/#d20523

Web



